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Head of infrastructure and platform security at Yandex.
Used to play CTFs.

CTFtime.org maintainer.
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Eldar Zaitov




02 —— What is hybrid cloud?
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2022 Worldwide Public Cloud Services
Spending End-User Forecast (laas,
PaaS, SaaS) by Gartner




03 —— Cloud challenges

— Legal
—— Billing

—— Authentication

—— Authorization and Identity management

—— Inventory

—— Networking

—— Logs



04 —— Legal

—— Policies

—— Certifications

- SOC 2/3

- 1SO 27001

Questionaries help



05 —— Billing

—— Budget
—— Billing policy

Nice control point!



06 —— Authentication

—— Single Sign On (SSO)
- ADFS
- Okta

— 2FA / MFA
- TOTP
- Hardware tokens
- Push OTP
- 3" party solutions (Okta, Duo, ...)

—— Access policies



0/ —— ldentity management (IDM) and access controls

—— Role presets
- DevOps
- Administrator
- Network manager
- Auditor

—— Azure AD + SCIM

—— Temporary roles

|AM is your friend



0/ —— Identity management (IDM) and access controls g

Role presets onucanme
ABTO}J nonesHbIX JaHHbIX ataku MO)KET 34aBaTb NOAE3HbIE AaHHbIE aTakn, AnA KOTOPbIX aamMn... BCTPOEHHOE
D eV O p S AfMUHUCTPaTOP AHANNTUKI KOMMBIOTEPOB Mo3keT noay4ate AOCTYN K cAy>K6aM U cpeacTBaM ynpaBaeHus K... BcTpoeHHoe

- Ad m | n ISt ra to r AJMUHNCTPaTOp aTPUBYTOB NOTOKOB No/k30BaTe/eld ¢ BF ModeT co3jaBaTk cxemy aTpubyToB, AOCTYMHYIO ANA BceX NoTok...  BcTpoeHHoe

AsMWHNCTPaTOP Ga3bl 3HAHMIA MoskeT HacTpauBaTk Gasbl 3HaHUIA, 0ByueHUe U Apyrue WHTeANe... BcTpoeHHoe

- Network manager

- Au d |tO r ALMUHICTPATOP BMPTYa/bHbIX MOCeeHNH MokeT NpocMaTprBaTh CBEAEHWA M METPUKW BUPTyakHBbIX Noc...  BcTpoenHoe

AzmMuUHUCTpaTOp 6GezonacHoCTH MoskeT npocmatpuBaTh OTUETbI M CBEAEHUA ANA 3alUMThl, a TalOK... BcTpoeHHoe

Aﬂ.MVIHVICTPaTOP BHELIHEro nocrasuimka y,ClOCTOBE‘PeHVIlZ Mozket HacTpauBaTb NoOCTaBLMKWN yﬂOCTOEE‘peHMﬁ ANAa NCNOAb3... BCTPOEHHOE‘

Aﬂ.MVIHVICTPaTOP BbICTaBNEeHUA CHETOB Mo>KeT BBINONHATE OCHOBHbIE 3ajla4yu No BbICTaB/NE€HWUHO CUYETOS, ... BCTPOEHHOE

ALMUHICTPATOP TMBPUAHBIX YAOCTOBEPEHMIA MoskeT ynpaensTe obnauHoli cuHxpoHmsaumeii Azure AD Ha 6a3... BcTpoeHHoe

AZ u re A D + S C | M AgMUHUCTpaTOp rpynn MoxxeT ynpasasTe Bcemu acrekTamm nn 1 napaMmeTpaMn rpy... BcTpoerHoe

AAMMHVICTpaTOp BDaHHbIX COOTBETCTBUA Moxer Co3/aBaTb M KOHTPOAWUPOBaTh AaHHble MO COOTBETCTBUIO... BCTPOEHHOE

Te | I I po ra ry rO | e S ALMUHACTPATOP AOMEHHbIX NMeH MoskeT ynpaeasTe AOMEHHBIMW MMEHaMK B obnake 1 NOKaNLHO. BcTpoeHHoe

AzmMUHUCTpaTOp JNVLLEH3MIA Bo3MOXHOCTL HazHayaTk, YAaNATb U U3MEHATL NULLEH3MK. BcTpoeHHoe

MUHUCTpaTop Habopa katouei 2 o3KeT ynpasaaTe cekpeTamu ana desepaunn U wupposaHua 6. BctpoerHoe
6 IEF B2C M ) B




08 —— Service accounts and secrets management

—— Super Power
—— No credentials rotation by default

—— No access policies

—— Every cloud has its own secrets management solution



09 —— Inventory

—— Every cloud has specific resources and technologies

—— You need an inventory

- Cloudquery
—— Infrastructure as a code

- Terraform



10 —— Networking

— [P Layout
—— Firewall
—— Load Balancing
- TLS termination
- DDoS protection
—— Infrastructure connectivity
- Tunnels
- Direct Connect
- VPN



17T ——Logs

—— Logs
- Cloudtrails
- Azure Log Monitor

—— Custom fields and events

— SIEM

Give your SOC a hug




12 —— Cloud security is your responsibility

Public clouds can give you powerful security tools and controls but
demand your infrastructure and processes to be mature enough.

it's just someone else's computer



13 —— Thank you!

Questions?

@kyprizel



