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01 —— About me

Head of infrastructure and platform security at Yandex.

Used to play CTFs.

CTFtime.org maintainer.
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02 —— What is hybrid cloud?
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~400B 
2022 Worldwide Public Cloud Services 

Spending End-User Forecast (IaaS, 
PaaS, SaaS) by Gartner



03 —— Cloud challenges

—— Legal

—— Billing

—— Authentication

—— Authorization and Identity management

—— Inventory

—— Networking

—— Logs



04 —— Legal

—— Policies

—— Certifications

- SOC 2/3

- ISO 27001

…

Questionaries help



05 —— Billing

—— Budget
—— Billing policy

Nice control point!



06 —— Authentication

—— Single Sign On (SSO)
- ADFS
- Okta
…

—— 2FA / MFA
- TOTP
- Hardware tokens
- Push OTP
- 3rd party solutions (Okta, Duo, …)

—— Access policies



07 —— Identity management (IDM) and access controls

—— Role presets
- DevOps
- Administrator
- Network manager
- Auditor
…

—— Azure AD + SCIM

—— Temporary roles

IAM is your friend
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08 —— Service accounts and secrets management

—— Super Power

—— No credentials rotation by default

—— No access policies

—— Every cloud has its own secrets management solution



09 —— Inventory

—— Every cloud has specific resources and technologies

—— You need an inventory

- Cloudquery

—— Infrastructure as a code

- Terraform



10 —— Networking

—— IP Layout
—— Firewall
—— Load Balancing

- TLS termination
- DDoS protection

—— Infrastructure connectivity
- Tunnels
- Direct Connect
- VPN



11 —— Logs

—— Logs
- Cloudtrails
- Azure Log Monitor
…

—— Custom fields and events

—— SIEM

Give your SOC a hug



Public clouds can give you powerful security tools and controls but 
demand your infrastructure and processes to be mature enough.

12 —— Cloud security is your responsibility



13 —— Thank you!

Questions?

@kyprizel


