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AHpekc

[lecATKn cepBUCOB U NPOAYKTOB
60+ MUNNMOHOB YHUKANbHbIX NOCETUTENEN B MecSLl

~20 MunnuapaoB 3anpoCcoB B CYTKM



«OxoTa 3a oumbkamm»

Hanoun yassnMMoCTb U Nonyyun Harpagy
Cabiwe 1000 nucem

BbinnavyeHo 6onble 4 MnH. pyonen
Y4acCcTHUKM — BECb 3€EMHOM LWap

https://company.yandex.ru/security/



https://company.yandex.ru/security/

Bonpocsl

N3BeCTHO N HamMm 060 BCEX YA3BMMOCTSIX, O KOTOPbIX M3BECTHO
BHELLUHUM nccriegoBaTenam?

CyLLEeCTBYIOT N BHELLIHNE 3MOYMBbILLNIEHHUKN,
aKCnnyaTUpyloLme ysa3BMMOCTU B cepBucax AHaekca Tak, YTo

Mbl 00 3TOM He 3Haem?

UTo ewle Mbl MOXEM caenaTb, YTODbI ynyylnTbs 6€30NnacHOCTb
HalLUnX cepBMnCcoB?



Jlorn

Bce cepBuchl NULWYT Noru

HoctynHbl B MapReduce / YT



UTo ecTb B norax

MeTopn 3anpoca

XocT

Timestamp

URI n napametpbl gna GET
Cookies

NcTo4YHUK (IP)

Pedepep



YTO ewe ecTb B norax

Ctartyc oTBeTa
Pa3mep Tena oTBeTa
Bpemsa otBeTa 63kaHaa

Bcé uTo noxenaet 0obaBnTb agMUHUCTPATOP



Big data

219 data s |ike teenage sey:

CVeryone talks about it,

Nobody really knows how to do it,

else is

€Veryone thinks everyone

doing it, so everyone claims they
are doing it...
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MapReduce

(k1,v1) = [(k2, v2)]

Reduce

(ky, [v2]) = [(k3, v3)]






Reduce




AHanunsmnpyem roru

Haxogoum Hebe3onacHble KOHCTPYKLUUM 1 MPUBOANM B NOPSAO0K
cepBUChHI

uwem B norax yChnelwHble aTaku
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Hebe3onacHble KoHcTpyKumn: JSONP

B onepauun Map viiem Bce 3arnpocbl C UMEHaAMU NMapamMeTpoB
“cb” n “callback”

Knactepuayem no URI

Pesynbrar:
~500M JSONP BbI30BOB B CYTKU
~200 JSONP pecypcos
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Tunbl aTak

Injections

XSS

Jiobbie, roe Payload B NyTu, NapameTpax 3anpoca nnu
Cookies
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SQL Injection

Error-based vnun gpyrme ¢ npamou Belgaden
Blind boolean-based

Blind timing-based

Out-of-band
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MeToabl AeTeEKTUPOBaAHUA

CurHatypbl
WHTepnpeTaunsa n aHanma payload

MalwunHHoe oby4veHne
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OnacHble CTPOKU

False positives
Jlerko obxoguTtcs

MoXXHO ncnonb3oBaTthb Kak rpybbin punstp ana donee
«TSKENbIX» NPOBEPOK
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Regular expressions

False positives
Ou4eHb CIIOXHbIE «TSXKeSlble» KOHCTPYKLUUK
Bce euwe moxHO obonTun

XKnsHecrnocobHo ansa HEKOTOPbLIX TUMOB aTak
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MHTepnpeTauusa payload

Manoe konu4yecTBo false positives
Bcé ewe MoxxHO obonTun
TpebyeT noHnmaHusa payload

«[doporo»
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Libinjection

bubnnoteka Ha C ¢ BUHAMHramm rnog OCHOBHbLIE CKPUMTOBLIE
Aa3blkun. lNpeacrasneHa Nick Galbreath (Etsy) Ha Blackhat 2012

NHTepnpetunpyet payload kak SQL KOHCTPYKLUMIO
beicTpas (~100k sps)

[TosBonseT nony4uTb T.H. “fingerprint” atakn gnuHon 5 6anT

23



Libinjection

SELECT 1 /*I00000AND 2>1*/

[('K', 'SELECT"),
(1, 1),

(‘'o', '"AND"),
(1,2),

(0, >),

(1, 1)

// keyword
/[ number
/[ operator
/[ number
/[ operator
/[ number



[logBOAHbIE KAMHU

False positives

B e e e TR R

A TAI L R L ] R LT T e m LA R LA A

AN T L e L ULRIE A LT L B R g LRI E R ] B LA e T

A r MARR WAl A Ed

/startup?fdeviceid=7ddc91a7934edf7alfbcdd3491c497aefidevice_type=phone&protocol_version=
reion=5.1&screen_width=328&app platform=iphone&screen_height=488&screen_dpi=326&query_h®
acturer=Applefiscalefactor=2.88&app version=526&app version_name=5.26&uuid=8935a08917al112f1ae9c45cd23eecbdb65i

h_promotion timestamp=8

- startup.mobile.yandex.net: |

-1
example: "",
- params: |

"locale™

1.

type: "rx",

uri: "/ (analytics|maps|browser|metro)/startup

}

Bas3a n3secTtHbiX FP ~200 3anucen
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CkaHupoBaHue = ya3BMMOCTb

Kak OTnnynTh yCneLwHyo aTtaky OT HeycneLuHOn?

KakoBbl KpUTEPUM YCMELLHOCTM aTaku?
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[ MnoTe3a

CkaHupoBaHue ¢ pesyrnsraTtoM, NpuBoasLmm K owmnodke 500 Ha
CTOpPOHE cepBepa MOXET ObITb OAHUM N3 BO3MOXHbIX
KpUTEPUEB YCMELLHON aTaku
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[lpoBepka

@
éﬁi

~5 MUNIMOHOB OTBETOB C
kogom 500 B cyTkM

~100 pecypcoB
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Time-based blind

Kputepuin «ycnelHoCTU» atakm — BO3MOXHOCTb BIUATb Ha
BPEMS OTBETa cepBepa B 3aBMCMMOCTU OT Pe3yribTaToB

nepegaHHoOro 3anpoca

[Tpy aHOMarbHO OOMbLIOM padmaxe Bapuaunm BpeMeEH OTBETOB
cepBepa cyMTaem ataky ycrneLiHou
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[logBOAHbIE KAMHU

«Knacrtepusauua» pecypcos

/user/alice/product/1234/
/user/*/product/*/

/user/bob/product/1235/

[Mpnmep: AHgekc.MapkeT knactepuayetca B ~300 pecypcos

30



Time-based blind

3.000000

2.500000

2.000000

1.500000

1.000000

5.000000

0.000000

...................................................................................................................................

...................................................................................................................................

-----------------------------------------------------------------------------------------------------------------------------------

-----------------------------------------------------------------------------------------------------------------------------------

...................................................................................................................................

0 1000 2000 3000 4000 5000 6000 7000 8OO0 S000 10000

31



Time-based blind
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Time-based blind
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[logBOAHbIE KAMHU

AHOMarbHble 3Ha4YeHNs BpEMEH OTBETOB cepBepa

3Ha4YeHne He MOXET NPeBbILLAaTb CTaHOAPTHOE OTKIOHEHWE
BpeMeHU oTBeTa bonblie 4YeM B 3 pasa Ans nermTUMHbIX
3anpocoB

KayecTtBO Noros
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Time-based blind

Pa3smedaem 3anpochl
KnacTtepusyem pecypcbl atakyeMoro npoekra

Cuutaem cpeaHee BpemMa oTBeTa 63KoHAA B 3aJaHHbIV OEHb U
yac Ansa atakyeMblx pecypcoB

CpaBHVBaeM cpegHee BpeMsi OTBeTa 0aKaHAa Ans aTaKyroLwmx
N HOpMarnbHbIX 3aMpPOCOB
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Condition-based blind

:.\

8

EKX -

omc

=

=

oo oL
Cw

@

hE ‘.

s VI =
8o,

o K
P. P

- R LY
s e g 22
R

.”.? .._

3.000000

2.500000

2.000000

1.500000

0.500000

0.000000

2000 4000 6000 8000 10000 12000 14000 16000 1BOOO

0

36



Condition-based blind
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BbiBOAObI

[TpocTble cTaTUCTUYECKME METOAbI OrpaHN4YeHHO paboTaloT Ha
Halnx Habopax AaHHbIX

Bo3aMoXHO, nNpaBuiibHee Ucnonb3oBaTb METOAUKM aKTUBHOWM
NMPOBEPKN HAaNNYNSA YA3BUMOCTEMN
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Cnacnbo 3a BHumMaHue!



Bonpocb!?

ezaitov@yandex-team.ru

@kyprizel



