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Transport Layer Security



TLS Handshake

Client Server
| Client Hello | 100 ms
Server Hello
Certificate
150 ms (Certificate status)
Server key exchange
Client Key Exchange Server Hello Done
Change Cipher Spec 200 ms
Finished
| Change Cipher Spec
(New session ticket)
GET / HTTP/1.0 S

HTTP,/1.0 200 OK



Certificate:
Data:
Version: 3 (0x2)
Serial Number:
25:df:9c:48:686:b/7:b8:cc:86:15:ad:6a:69:c4:/7e:30
Signature Algorithm: sha2S56WithRSAEncryption

Validity
Not Before: Dec 10 13:42:33 2015 GMT
Not After : Dec 9 13:42:33 2017 GMT

Subject Public Key Info:
Public Key Algorithm: 1d-ecPublicKey
Public-Key: (256 bit)



X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client
Authentication
Netscape Cert Type:
SSL Client, SSL Server
X509v3 Subject Alternative Name:

Signhature Algorithm: shal256WithRSAEncryption
/a:08:37:bd:9c:/b:al:be:a2:96:af:ad:d9:7/8:5d:87:cf:96:



Certificate Authority

Site certificate

Owner’'s Name

Owner’s Public key Intermediate certificate
Issuer
Issuer’s (CA) Name _— Owner’s Name
e verifies R CA £
Issuer’s Signature — Owner’s Public key oot CA certificate

, Issuer
Issuer’s (CA) Name —_— Root Name
verifies | verifies
Issuer’s Signature — Root Public key

Root Signature




Yandex Certificate Authority

CN=Certum Trusted Network CA

CN=Yandex CA

CN=yandex.ru

CN=Certum CA




PKI Is fraglle



COMODO R5A Certification Au... COMODO BESA Certification Auth...

¢l 0o Daddy Root Certificate Auth... Go Daddy Root Certificate Author...
—gl Starfield Root Certificate Autho... Starfield Root Certificate Authorit...
—glGecTrust Pnmary Certification ... GeoTrust Pnmary Certification Au...
~glthawte Pnimary Root CA - G3 thawte Pnmary Root CA - G3

el VenSign Universal Root Certific...  VenSign Universal Root Certificatl...
gl StartCom Certification Authority  StartCom Certification Authornty
—glthawte Pnmary Root CA thawte Pnmary Root CA
—olVenSign Class 3 Public Primary ... VenSign Class 3 Public Primary Ce...
ol Microsoft Root Certificate Auth... Microsoft Root Certificate Authaor...

19.01.2058
01.01.2058
01.01.2038
02.12.2057
02.12.2057
02.12.2057
17.09.2036
17.07.2036
17.07.2036
23.03.2056

[lpoceepka NOANMHHOCTH C...
[lpoeEpKa NOAAWHHOCTH C...
[lpoeepka NOAAMHHOCTH C...
[lpoceepka NogANMHHOCTH C...
[lpoeepka NOANMHHOCTH C...
[lpoeEpKa NOAAWHHOCTH C...
[lpoeepka NOAAMHHOCTH C...
[lpoceepka NOANMHHOCTH C...

HFJDEEFII{E NMoOIAMHHCCTHA C...

<Bce>

COMODO SECURE™
Go Daddy Root Cer...
Starfield Root Certif...
GeoTrust Pnimary C...
thawte Pnimary Roo...
VenSign Universal R...
StartCom Certificatl...
thawte
VeriSign
Microsoft Root Cert...

130+ Microsoft Trusted Root Certificate Program Participants



Fraudulent and unauthorized certificates

* DigiNotar, 2011

» TrustWave, CNNIC, TURKTRUST, ...
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Certificate Pinning

 TACK (M.Marlinspike, T.Perrin)
« DANE TLSA (RFC6698)

« HTTP Public Key Pinning (RFC7469, R.Sleevi, C.Palmer,
C.Evans)

12



Certificate Transparency (RFC6962)
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Merkle Tree

Root Hash
hash(K || L) *"‘-~,,§§§§§§§§§§§§§§§§§§ﬁ-
| K = hash(G I—Dl\ L = hash(l || J) |
| G=hash(A||B) | | H=hash(C || D) | | I=hash(E|IF) | | J= hash(d6) |
| A = hash(do) 1 B = hash(d1) || C = hash(d2) ] D = hash(d3) | E = hash(d4) |_E= hash(d>) | | d6 |

‘dOI ‘dll ‘02| ‘C3| ‘c4| ‘cSI




Merkle Tree

Root Hash
hash(K || L) *"‘-~,,§§§§§§§§§§§§§§§§§§ﬁ-
| K = hash(G I—Dl\ L = hash(l || J) |
| G=hash(A||B) | | H=hash(C || D) | | I=hash(E|IF) | | J= hash(d6) |
| A = hash(do) 1 B = hash(d1) || C = hash(d2) ] D = hash(d3) | E = hash(d4) |_E= hash(d>) | | d6 |

‘dOl ‘dll ‘02| ‘cBl ‘c4| ‘cSl




Signed Tree Head

Version

Signhature type

Timestamp

Tree Size

Root Hash
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Signed Certificate Timestamp

-

Version

Log ID

Timestamp

Extensions

Hash Algorithm

Signature Algorithm

Signature Data

17



Certificate Transparency for EV
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Issuer: C=BE, 0=GlobalSigh nv-sa, CN=GlobalSigh Extended Validation

CA - SHA256 - G2

Subject: businessCategory=Private
Organization/serialNumber=1027700229193/1.3.6.1.4.1.311.60.2.1.3=RU/1

.0.60.1.4.1.311.60.2.1.2=Moscow, C=RU, ST=Moscow, L=Moscow/street=16,
Leo Tolstoy St., 0OU=ITO, O=Yandex LLC, CN=passport.yandex.ru

X509v3 Subject Alternative Name:
DNS:passport.yvandex.ru, DNS:passport.yandex.by,

DNS:passport.yandex.com, DNS:passport.yandex.com.tr,
DNS:passport.vandex.kz, ..



CT In real world

Symantec (www.google.com / google.com)

2015419"
201599-14
201599-09
2015-UY-0L
2015-08-26
2015-08-26

NdE MG 4%
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2012-09-14 C=U5,

O="thawte Inc.”, CN=thawte EV S5L CA - GJ

2015-09-089 C=U5,

O=0Google Inc

_CN=Google Internet Authority G2

=001

=100 S Nel AULNOTNITy

2019-08-26 C=U5,

O=0Google Inc

_CN=Gooqgle Internet Authority (G2

2019-08-26 C=U5,

O=0Google Inc

_CN=Gooqgle Internet Authority (G2

A E NO 479 =1 1c

Rl —Mmmmla latarmndt Aot 7270
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http://www.google.com/

CT In real world

Let’'s Encrypt (*.fb.com)

Criteria /dentity LIKE "% . fb.com'’

Certificates Logged At Not Before Identity

Iss

HA2 High As

2016-04-23 2016-04-12 * fb.com C=U5S O=DigiCert Inc, OU=www digicert.com, CN=DigiCert
C=US

2016-04-23 2016-04-22 investor.fb.com

O=Let's Encrypt, CN=Let's Encrypt Authority X3

165 a V16 arocohnnk 260 fh rono =T ot e U | —wwnana Aot oo

o e B TT T

HA2 High As

2016-04-14 2016-04-09 messengerplatform.fb.com

O=DigiCert Inc, OlU=www digicert. com, CN=DigiCert 5

HAZ High As

C=US5,
C=USs.

2016-04-14 2016-04-09 www . messenaerplatform fb.com

O=DiaiCert Inc. OU=www digicert.com. CN=DiaiCert 5

HAZ Hiah As
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CT vs Phishing

mail-yandex-id-login- Let's Encrypt  mail-yandex-id-login-notification.ru, www.mail-yandex-id-login-notification.ru A16-04-19 20160718
notification.ru Authority X3 1300 14:13:00

sni26836 cloudflaressl.com COMODO sni26836. cloudflaressl.com, *.bridgwatercarnival.org.uk, *.care.com.ng, *.cdmc-sw.co.uk, *dolarxyz, 160417 2016-10-23

O e BV LNE ANORES. LU TRV SUDDIVC I Tal L C OOk, et AUUs O, . GO, 000000 23 50959
Validation * nulledcontent.com, * prepclass.com.ng, * pvcjm.com, * sendsmslive24y.com,
Secure * stolencouchgames.com, *.tolokayandex.com, * iowncouncilwebsiie co.uk,

server CA 2 “whiteknightmarketing.co.uk, *wordsee.info, * y0la.com, bridgwatercarnival.org.uk, care.com.ng,
cdme-sw.co.uk, dolarxyz, funnyafricanjokes.com, hinkleysupplychain.co.uk, hometutorsinlagos.com,
lIstn.com, nulledcontent.com, prepclass.com.ng, pvcjm.com, sendsmslive247.com,
stolencouchgames.com, tolokayandex.com, towncouncilwebsite co.uk, whiteknightmarketing.co.uk,
wordsee. info, yOla.com

https://github.com/kyprizel/ct_mon/
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Thank you for your
attention!
Questions?



Ccontacts

Eldar Zaitov

Ig kyprizel

@ ezaltov@yandex-team.ru
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